
These rules of behavior pertain to all users—Mathematica employees, contractors, and  

 

  

Information Resources: 

Rules of Behavior

Working with Passwords

 

 Do not use easy-to-guess passwords

 Do not write down your password

 Do not share your password

 If you must share a password, or if you believe someone has otherwise 
learned your password, change the password as soon as possible

 site on 

Protecting Your Computer and the Mathematica Network

  

 Do not install or use unauthorized software
 

 Observe all software license agreements

 Do not interconnect the Mathematica network

 

do not remove  
equipment or exchange system components

 Protect Mathematica computer equipment



 Avoid emailing large attachments

 Limit your use of the Internet for nonbusiness activities; some incidental  

 comply with Mathematica’s social media guidelines 

 Avoid applications or utilities that access or search the Internet continuously, 

 Complete Mathematica’s annual security awareness trainings in a timely 

 

 

 

  

 Project data, especially PII and PHI,  

  with unauthorized  
individuals.  

 

owned equipment

do not use third-party applications or 

 

 

 

As a rule, you should not use a computer on 
behalf of another person

 If you must store proprietary information on external media  

, only use encrypted media supplied by ITS

 Protect external media from hazards such as electrical currents, extreme 
temperatures, bending, liquids, and smoke

 

contained, and practice proper labeling procedures



 Retrieve all printouts in a timely manner

 

 If you are unsure about secure data handling practices for external media,  
contact your supervisor or project team lead.

Access to Mathematica Facilities

 

 

 Do not allow anyone to use your physical access badge/keycard

 Do not leave the doors to Mathematica facilities ajar

 Report promptly to Facilities

 Anyone without a proper security badge/keycard

 Anyone who enters or exits a secured facility without a visible badge/
keycard

 Anyone who allows another person without a visible badge/keycard to 
enter the facility

 Promptly report all security incidents to the Data Compliance team site in 

(SecurityIncidents@mathematica-mpr.com)


