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Entity Encryption

Entity Checklist prior to submitting files:

Receive and import ARAPCD Public key certificates
Change Owner trust to ‘| believe checks are very accurate’

Create SE Public and Private Keys using the naming conventions
In this requirements document.

Export SE Private RSA and DSA Keys for SE-only storage, recovery

Export SE Public RSA and DSA Key certificates using the naming
conventions in this requirements document and send to ARAPCD

Wait for verification that ARAPCD has SE Public keys in key ring
before submitting any files
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Data Submission Encryption Process

Encrypt and sign data (: ;—Ej c .
file with ARAPCD ARANED REA - Submitting Entity Steps

RSA Public Key, sign Public Key
using SE DSA Eneryps Each submission must
(';’”V?te N7 = include one signed and
reates . : :
gprg SE DSA encrypted data file with a
or .pgp file. Private Key .
Signs corresponding detached
signature file zipped into a
single submission.
Create detached
signature on the Eﬁ Encrypted |
2 and sianed . Zip File containing
encry(E)rted anfﬂesﬁlsr}ﬁd SE DSA or .[?gp F”%pg both encrypted
-9Pg .pgp g Private Key and signed .gpg or
SE DSA Prlvate_ Key. Signs .pgp file and
Creates .gpg.sig or - detached .gpg.sig
.pgp.sig file. ; or .pgp.sig

Signature File

Detached G

.gpg.sig or
.pgp.sig Upload zipped file to

Signature File APCD Web Portal
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Entity Decryption

Entity Checklist prior to downloading data validation reports:

Public and Private keys imported into the key ring on the
computer you will use to decrypt the data validation reports from
ARAPCD

Owner trust for SE RSA and DSA keys: ‘This is my key’
ARAPCD public RSA and DSA keys imported into key ring on
computer you will use to decrypt the data validation reports from
ARAPCD

Owner trust for ARAPCD public keys: ‘| believe checks are very
accurate’

Know the passphrase for SE RSA and DSA key
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Data Validation — APCD to SE

SE Download of

Each data validation

Data Validation Files report package wil
SE signs on to include the signed and
the APCD Web encrypted report with a
Portal Retrieve matching detached
Files Tab k signature file zipped
6:‘—;—, into a single
submission.
Download SE RSA
Data Private Key

Encrypted Data Validation

and signed .gpg Dg?fypt Summary Report or
. iles
or .pgp File

Validation
Files

Zip File
containing both
encrypted and

Data Validation Detall
Report

signed .gpg file
and detached

.gpg.sig
Signature File

Detached .gpg.sig

or .pgp.sig
Signature File
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Other Information on Keys

The Arkansas APCD provides instructions in this document for creating keys using a free application called
GPG4Win with Kleopatra.

If the SE already has OpenPGP RSA and DSA keys, those keys may be used for the Arkansas APCD file
submission process. However the userid field in those keys cannot contain special characters such as
commas or other standard delimiters. Examples: comma (,), pipe (|), semicolon (;), colon (:), double quote
(“), single quote ('), tilde (~), tab, back slash (\), etc.

Arkansas APCD requires two separate keys, RSA and DSA, in order to provide an extra layer of security
to protect both the SE and the Arkansas APCD.

PGP encryption can also be used for ARAPCD file submission.
Detached signatures on file submissions are required, no exceptions.

Multiple DSA public keys can be provided to the Arkansas APCD team if more than one DSA will be used
in creating packages for submission.

Also in this presentation are command line instructions to encrypt and package file submissions to the
Arkansas APCD.
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ENCRYPTION KEY CREATION
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Key Creation Process

* Arkansas APCD recommends GPG4Win if encryption software
needed

* |nstall GPG4WiIn from links below

 Utilize tutorial guides as needed; Possible guides:

— PGP messaqing tutorial for Windows (GPG4WIN — Kleopatra): Detalled
and simple

— A quick HOWTO for getting started with GnuPG; Updated Oct. 7, 2016

— PGP Tutorial For Windows (Kleopatra — Gpg4Win)
— Encrypted files in Windows with GPG and Kleopatra; 15 min. video

w Note: Many of the screenshots in this slide presentation are taken from Kleopatra Version 3.1.3. Other versions may vary.
AFPUL
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https://www.deepdotweb.com/2015/02/21/pgp-tutorial-for-windows-kleopatra-gpg4win/
https://www.madboa.com/geek/gpg-quickstart/
https://www.deepdotweb.com/2015/02/21/pgp-tutorial-for-windows-kleopatra-gpg4win/
https://www.youtube.com/watch?v=QmE4LrBSChQ

Download Gpg4win

n English | ™ Deutsch
| \ What's new . . .
L t 'ﬂl About Gpg4win Community Support Download
- Version 3 |
2019-04-30
S ¢ 0-cecing spoofed email
T 2 e, signatures
- ~ - - - 2019-02-2
Download o} (] == § i e 5 a Gpgdwin 3.1.7 released
S » e
Gpg4win 3.1.7 R S e st
[
—— Older messages in news archive
B Bia
Details - Change History - Check integrity QGPQ‘““
,DJM () Kiecpatra
Gogdwin brings avpto to your deskiop!

Gpg4win - a secure solution...

... for file and email encryption. Gpg4win (GNU Privacy Guard for Windows) is Free Software

and can be installed with just a few mouse clicks.

Discover Gpgqwin Getting started Join the community
Leam what Gpgdwin is and read more about We help you to use Gpgdwin. Learn the basics Gpgdwin is Free Software. Join the
the features of our solution! about Gpg4win and get in the world of community! We recommend subscribing to the

About Gpgawin » cryptography. The best point to start is with the Gpgdwin announcement mailing list to be

illustrative Gpg4win Compendium. automatically informed about new releases

d other i rtant Gpg4wi :
Go to the Gpgdwin Compendium » antolierimpotiant Spgrwinmens

Go to the community »

Useful Links: www.gpgdwin.org & www.7-zip.org
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http://www.gpg4win.org/
http://www.7-zip.org/

Install Kleopatra Management

Installation and Compendium

Installer

The Gpgdwin Installer enables you to install
Gpg4win in a very simple and secure manner.
A step-by-step installation guide is provided as
part of the Gpgdwin Compendium

B Crgtein imtalation - x

X Wilikommen bed der Instalialion von
Gpgdwin Gpgawin

G for s

Gogwn it e Trstalatonenake A Wndows Tur Natmng
Vo E-al- Un Ditef Ve sicasesng unter verwend.:
Herruarponeme GSG S Widows, ke beden resvanten
e ypiograpnshen Stancends OpePGP und SMIME werden
umeestzt. Goghin Und O n Gog 4w entrahene
Softure s Free Sottuare.

ichen S sl W, um forautarven.

Certificate Management with Kleopatra

Manage certificates securely and
comfortably

Kleopatra is the preferred certificate manager
in Gpg4dwin. Kleopatra allows for the
management of all certificates (OpenPGP and
S/MIME) in one tool.

Certificate Server

Kleopatra provides a simple import and export
of certificates from and to (OpenPGP and
X.509) certificate servers (also called key
servers).

6 Keopatra b=
Datei  Ansicht Zettifikste Extras Einstellungen Fenstar Hilfe
=9 e (< *
Zersthate moorberen  Zectifikate exporteren  Aktuakseren cher  Zedtficate auf Server suchen
Suchen Vertrausnswurdge Zertitkate -
:ﬂ Ieme Ve Zertk Anders ] |;
Name E-Mad Galtigab  Gatig bis Details Schlasselkennung
Max (test) com 2011-03.08 OpenPGP AACDSBO5
Erika itest) com 2011-03-08 OpenPGP 8376DB36
12

Gpg4win Compendium

The Gpgdwin Compendium provides
illustrative documentation for getting started in
the field of applied cryptography and using
Gpgdwin. It is available in German and
English.

Certify OpenPGP Certificates

Zerehbat beghsutigen Matiory (Testschlossel)

Schett 3: ke b
A Mty (Temtach

S Sernstosisrrurgen, te S beghadsgs: rediten

sy ©gegiein arg~

Zio Mt ey (listac o) exnbory Yigeny oo > (B5C6:30%)
Frngeribchink: DIISIF 166 2A2 ASTRE JOALS® FLBECIETE

7 1 habe doer Perscick et
I
Use Kleopatra to certify (sign) a public

OpenPGP certificate of a trusted person. Thus,

these certificates will be marked as "trusted
certificates”
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Before Keys Are Created

« Have public and private keys already been created? If yes,
those keys can be used instead of creating new keys.

* If new keys are created, users must create a unigue
passphrase Passphrases are not recoverable.

» Users should create keys on a centrally focused emaill

address.
— Example: techsupport@.... instead of KMoney@...
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Creating Encryption Keys

Using Kleopatra, users will create individual public and private
keys. Users must create an RSA key and DSA key.

1. Open Kleopatra. ] |
File | View Certificates Tools Settings Windg
2. Select File and select New Key Pair. ) NewKey Pai..

Q. Lookup on Server... Ctrl+Shift+I }:vcl't..
E<  Import... Ctrl+| ‘
%, | Export... Ctrl+E —

¢! | Export Secret Keys...

= | Print Secret Key...

7. | Publish on Server... Ctrl+Shift+E
&  Decrypt/Verify...

(4 Sign/Encrypt...
Sign/Encrypt Folder...

Create Checksum Files...
Verify Checksum Files...

12 ADMINISTERED BY EAC H I



Creating Encryption Keys

3. Select Create a personal OpenPGP key pair.
4. Click Next.

Choose Format

Please choose which type you want to create.

< Create a personal OpenPGP key pair
OpenPGP key pairs are certified by confirming the fingerprint of the public key.

% Create a personal X.509 key pair and certification request
X.509 key pairs are certified by a certification authority (CA). The generated
request needs to be sent to a CA to finalize creation.
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Creating Encryption Keys

5. Enter the Name and identify the
type of key in the name (RSA = E—
Encryption/Decryption; DSA = © Ky par Cretion Wiz

Enter Details

S I g n I n g /V E r I fl C at I : n ) " Please enter your personal details below. If you want more control over the parameters, dick on
on.

the Advanced Settings button

6. Enter Email address. — o
7 " C I i C k O n th e A d V an C e d Example I;;} ABC_99ABC_RSA_Publickey <ABC@abc.com>
Settings tab to select the type

of key (RSA Is used in the
example).
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Creating Encryption Keys

8. On the Advanced Settings tab, select RSA.
9. Click OK to return to previous screen.

) Advanced Settings - Kleopatra |_? [0S0 |
Technical Details l
Key Material
I::} ® RSA 2048 bits (default) -
[v] +RrsA 2048 bits (default) -
O bs ) I
+ Elgam i
SA/EdD:
+ECDH
Certifi Usag
Signing Cer
Enc [] Authentication
[[] vali
N
| > [ o [ oo |

10.Click on Next to review the Certificate Parameters.
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Creating Encryption Keys

11.Under Review Parameters, click Create.

Review Parameters

Please review the parameters before proceeding.

Name: ABC_99ABC_RSA_Publickey
Email Address: ABC@abc.com

[] show all details
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Creating Encryption Keys

12.To finalize the key, enter a passphrase.
(NOTE: If a user forgets a passphrase, the user will not be able to recover it.)

Key Pair Creation Wizard rom Valid

Creating Key Pair...

The process of creating a key requires large amounts of random numbers. This may require
several minutes...

(== mmes

pinentry-qt |L|£-
e M
(_:)‘1 Passphrase: || |<
L | | N |
Quality: | ]
| OK Il Cancel |

How to choose a passphrase: http://www.pgpi.org/doc/fag/passphrase/
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http://www.pgpi.org/doc/faq/passphrase/

Creating Encryption Keys

13.As the passphrase Is entered, the quality (security) will be
measured. , -7

14.Click OK.

r' pinentry @
(W Please re-enter this pa ase
15.Re-enter the passphrase. e .
16.Click OK. )T Com
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Creating Encryption Keys

17.1f the passphrase Is not strong enough, users may receive a
warning. If a warning is received, select Enter new passphrase
and repeat steps 12-16.

; pinentry-qt4

('w Warning: You have entered an insecure passphrase.
A passphrase should contain at least 1 digit or
r special character.

[Take this one anyway] Enter new passphrase %I’
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Creating Encryption Keys

18.Users will receive confirmation after the Key Pair has been
created. Click Finish.

B |

| Key Pair Creation Wizard
N
"

Confirmation

Key Pair Successfully Created

Your new key pair was created successfully. Please find details on the result and some
suggested next steps below.

Result

Key pair created successfully.
Fingerprint: CC8450455FA3844E08DDB3CCFF6406FFA70E13C3

Next Steps

[ Make a Backup Of Your Key Pair... ]

I Send Public Key By EMail.. I

| Upload Public Key To Directory Service..

> l Finish || Cancel I
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Creating Encryption Keys

19.View the RSA Certificate listed in bold.

™ Kleopatra
File View Certificates Tools Settings Window Help
d i = B B Q &
Sign/Encrypt... DecryptjVerify... Import... Export... Certify... Lookupon Server... Notepad
‘abc L x| | lMy Certificates v| | 42
Name E-Mail User-IDs Valid From Valid Until Details Key-ID
ABC_99ABC_RSA_PublicKey ABC@abc.com certified 3/19/2019 OpenPGP FF64 O6FF A70E 13C3

21
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Creating Encryption Keys

20.After keys have been created, users may export Public Key
Certificates. Right click on the Certificate in the list.

21.Select Export.

labc <a ]

Name E-Mail User-IDs Valid From Valid Until Details Key-ID
| 'ABC_99ABC_RSA PublicKey ABC@abc.com certified 3/19/2019 | 9

e e iesny
£ | Certify...

Trust Root Certificate
Distrust Root Certificate

Change Certification Trust...

Change Expiry Date...
Change Passphrase...
Add User-ID...

TT | Delete

Export...
Export Secret Keys...
1 @  Print Secret Key...
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Creating/Sharing Encryption Keys

22. Name the exported Public Keys Certificate file using the following naming

convention:
[Entity Name] [RSA or DSA] PublicKey.asc

For example: 123AB_RSA PublicKey.asc

23. Share the Public Certificates with the Arkansas APCD via any of the
following methods:

a. Service Desk Support Ticket (preferred and secure)

b. Emall
c. Publish Public Keys to a key server
a. Keys published to a key server cannot be removed, only revoked

24. Name Private Keys using user-specified naming conventions
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Creating Encryption Keys

25.7T0 create the DSA Key Pair, select DSA on the Advanced
Settings tab with the settings below and repeat steps 1-24.

g | Advanced Settings - Kleopatra _
Technical Details ‘
Key Material
O RsaA
J\ +RSA 2048 bits (default) -
| >@.' DSA 2048 bits (default) -]
+ Elgamal I2048 bits (default) 'I
(O ECDSAfEdDSA |ed25519 >
cv25518
Certificate Usage
El] Signing
Encryptio [] Authentication
[] valid until: | 3/19/2021
N

[ D[ & == ] ’
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IMPORTING KEYS

4
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Import and Trust ARAPCD Public Keys Using
Kleopatra

Follow these steps for each of the public key certificate files.

_ View Certificates Tools Settings
£= ' New Key Pair... Ctrl+N

Q_  Lookup on Server... Ctrl+Shift+|
> Import... Ctrl+|
&% Export... Ctrl+E

£ | Export Secret Keys...
@  Print Secret Key...
#%  Publish on Server... Ctrl+Shift+E

1. Select the File menu, then select Import.

' T 8m =

[  Decrypt/Verify...
[a Sign/Encrypt...
Sign/Encrypt Folder...

Create Checksum Files...
Verify Checksum Files...

Close Ctrl+W

: =]  Quit Ctrl+Q
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Import and Trust ARAPCD Public Keys Using
Kleopatra

2. Select one of the .asc files provided by the APCD Technical
Support Team, and click Open.

name: ARAPCD_RSA_PublicKey.asc
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Import and Trust ARAPCD Public Keys Using

Kleopatra

3. Right-click on the key, and select Change Certification Trust.

gp =

(&

Certify...
Trust Root Certificate
Distrust Root Certificate

Change Certification Trust...

Change Expiry Date...
Change Passphrase...

Add User-ID...

Delete

=,  Export...

Export Secret Keys...

Print Secret Key...

#=.  Publish on Server...

Details

1l

<<

I

28
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Import and Trust ARAPCD Public Keys Using
Kleopatra

4. Select | believe checks very accurate, then click OK.

\ 4
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FILE ENCRYPTION

4
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Encryption and Signhature Checklist

Prior to encrypting and signing data files, users must:

 |nstall recommended tools:
— GPG4Win: installs Kleopatra
— 7-ZIp

* Ensure the ARAPCD RSA and ARAPCD_ DSA public keys are
Imported and trusted in Kleopatra

« Know respective passphrases for using private keys
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Encryption and Signhature Checklist

To manually encrypt and sign data files using Kleopatra:
1. Right-click on the file in Explorer.
2. Select Sign and encrypt.

AR

d

(] AR
[ AR [
[ AR

AR

Ll

;ARg

AD

| ARAP(CN 9G4QQ TEST 20151230 201511 .01 01 CIM dat

Open with
7-Zip
Edit with Notepad++

Scan with System Center Endpoint Protection...

Sign and encrypt <

More GpgEX options

32
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Manual Encryption and Signing Using
Kleopatra

3. Check both Encrypt for me
and Encrypt for others. 2 S FiesKeopata 7 ]

Sign / Encrypt Files

4 V - h A R A P C D R S A Prove authenticity (sign)
. e rlfy t e - Sign as: |O ABC_99ABC_DSA <ABC@abc.com> (certified, created: 3/19/2013) '|
key | lected Iin th
ey I S S e e C e I n e I:::> Encryptforme: | #2 ABC_99ABC_RSA_Publickey <ABC@abc.com> (certified, created: 3/19/2019) / e -
a

A
Encrypt for others: | @) Arkansas APCD <ARAPCD_RSA@uams.edu> (certified, OpenPGP, created: 10/1/2015)]  \ e
F

Encrypt for others field. s R |

["] Encrypt with password. Anyone you share the password with can read the data.

5. Verify your RSA key Is

[] Encrypt / Sian each file separately.

I ISted I n th e E n C ry pt fo r [_ﬂ‘ fion/Testing/TestData/99999_examples_of each_filetype/DATS/ARAPCD_99999_TEST_20151230_201511_01 01 ClM.dat.gpg 4 |

m e fleld . |:> [sign /Encrypt| | cancel |

6. Click Sign /Encrypt.
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Manual Encryption and Signing Using
Kleopatra

Users will be prompted for their respective DSA signing Key
Passphrases:

/. Enter the Passphrase.
8. Click OK.

pinentry-qt - [ o [

Please enter the passphrase to unlock the OpenPGP secret key:
; "ABC_99ABC_DSA <ABC@abc.com>"
| W 2048-bit DSA key, ID F57B687647 18EFSF,
= | created 2019-03-19.

L
Passphrase: [I R ]<

OK l [ Cancel
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Manual Encryption and Signing Using

Kleopatra

After entering the correct passphrase, users will see the following

results.
9. Click Finish.

g |

Sign/Encrypt Files - Kleopatra.

Results

Status and progress of the crypto operations is

OpenPGP: All operations completed.

shown

here.

? Signing and encryption succeeded.

Cancel

35
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Manual Encryption and Signing Using
Kleopatra
10.Locate the .gpg file recently created and right-click.

11.Select More GpgEX options.
12.Select Sign. :

|| ARAPCD_99999_TEST_20151230_201511_01_01_CLM.dat 1/12 29 AM  DAT File
ARAPCD_99999 TEST_20151230_201511_01_01_CLM.dat.ana 3/19/2019 2:04 PM_ GPG File

|| ARAPCD_99999_TEST_20151230_201511_01_01_DN Choose default program...

|| ARAPCD_99999_TEST_20151230_201511_01_01_ELt 7-Zip »

|| ARAPCD_99999_TEST_20151230_201511_01_01_PH [ | Edit with Notepad++
|| ARAPCD_99999_TEST_20151230_201511_01_01_PR L;] Scan with System Center Endpoint Protection...
L] ARAPCD_99999_TEST_20180126_201511_0\Q] _EL{ Decrypt and verify

|=| ARAPCD_99999_TEST_2018012) Mior CoatXoihicie = SR
-| ARAPCD_99999_TEST_2018012 _
T RAPCD-99999-TEST-20180126 201511_01_0 -E e » Verify
3 A _99999_TEST_ 201511_01_01_ELt A
¥  TortoiseGit Decrypt and verify
Encrypt

4= Hg Workbench

% Sign
<) TortoiseHg

Sign and encrypt
Restore previous versions

Import keys
Send to » Create checksums
Cut Verify checksums
Copy Help on GpgEX

Create shortcut About GpgEX
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Manual Encryption and Signing Using
Kleopatra

13.Verify your DSA key Is populated to the right of Sign as.
14.Click Sign.

™ Sign/Encrypt Files - Kleopatra B |

Sign / Encrypt Files

Prove authenticity (sign)
|:> Sign as: | 2 ABC_99ABC_DSA <ABC@abc.com> (certified, created: 3/19/2019)

Encrypt

[] Encrypt for me: ABC_99ABC_RSA_Publickey <ABC@abc.com> (certified, created: 3/19/2019

[] Encrypt for others:

[ ] Encrypt with password. Anyone you share the password with can read the data.

Output

[] Encrypt / Sign each file separately.

y }Tesﬁngﬂ estData/99999_examples_of_each_filetype/DATS/ARAPCD_99999_TEST_20151230_201511_01_01_CLM.dat.gpa.sic €3 |

> I Sign H Cancel |
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Manual Encryption and Signing Using
Kleopatra

As displayed In the results, users will have two (2) files:
* Encrypted and signed .gpg file
« Detached signed .gpg.sig file

A Sign/Encrypt Files - Kleopatra ]

15_ NOte Slgnlng Succeed ed. OpenPGP: All operations completed.
16.Click Finish.
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Manual Encryption and Signing Using
Kleopatra — Packaging

To create the .zip file package:
17.Select both the .gpg file and the .gpg.sig file.

18.Right-click.

19.Select 7-Zip.

20.Select Add to archive. e
:&5 e N

ssssssssssssssssssssss
<59 TortoiseHg

Compress to “screenshots.zip” and email

to >
Cut
AEFPUL —_—
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Manual Encryption and Signing Using
Kleopatra — Packaging

Uﬂdel’ the Add tO ArCh|Ve Opt|0n (Archive data file name format

. . must end with the .dat.zip extension.)
21.Name the Archive file the —

S am e aS th e u n e n C ry p t e d J mD_12345_TEST_20150930_201501_01_01_ELG.DAT‘zip - B

- - ﬂ i - B = Update mode:
.dat file plus the .zip = == = 5

. Options
extension Compessonmetod: (e _____v) [
n =
Dictionary size: 32KB v || Compress shared files

22 Click OK Wordsze: G
- I C ' Solid Block size: Enter password:

Number of CPU threads: /8

Reenter password:
Memory usage for Compressing: 253 MB
Memory usage for Decompressing: 2MB [ Show Password
Sokto vhmes, e St et
Parameters:

| >l O] [ Cancel ] [ bew
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Manual Encryption and Signing Using
Kleopatra — Packaging

The .zip file has now been created. It will appear in the file listing as
follows:

= Name

|| ARAPCD_12345_TEST_20150930_201501_01_01_ELG.DAT
|| ARAPCD_12345_TEST_20150930_201501_01_01_ELG.DAT.gpg
__| ARAPCD_12345_TEST_20150930_201501_01_01_ELG.DAT.gpg.sig

D) ARAPCD_12345_TEST_20150930_201501_01_01_ELG.DAT zip

23.Upload the .zip file to the APCD via the Web Portal.

\ 4
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Additional Support

 Several instructional videos are available online. One has been
Included here for reference.

— https://www.youtube.com/watch?v=Cbv4|P1J8J8
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https://www.youtube.com/watch?v=Cbv4jPIJ8J8

